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Just A Typical Work Day




] Office 365

=" Microsoft

Wait.. ot e
What's this?

Password

Arg h Y, Ag q i n ! Forgot my password

Sign in with another account

IT Support



A Worried Phone Call




What is going on?
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Ooops, your files have been encrypted!

VWhat Happened to by Computer?

Yoz mportant hles are en T+ e
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Payment will be raised on

Can 1 Kecover Aly Files™
TRe017 21:14:18 .

Sure We guarantee that you can recover all yvowr Gles safely and easdy. But vou have not 20
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Your files will be lost on

How Mo T Pay?

FPayment 15 accepted i Btcom ealy. For mere informaton, chck <About bitc o>

Fleaze ckeek the currenl prece af Bateon and bine come htcoms . For more slormabon, chelk
< Hoar to by babc omns =,

And send the correct armount to the address specibed m e wendow

& fter vour pasment, chck <Check Payment>. Best ime to check 2:00am - | 1:00z2m GMT
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This Is Bad.




O
=
O
=

Phones R




Your Business Was Just Breached?




Bryan Lachapelle, CEO
B4 Networks




Today We're Going To Cover

~ 1 The #1 Security Threat To
Your Business



Today We're Going To Cover

/ Cyber Security Best

NUMBER Practices You Can
Implement Right Now To
Betrer Protect Your
Operations



Free Incident Response Plan Template

NUMBER

't you stay unftil the end, I'll also fell
YOU hOW you can access a free
Incident Response Plan template.

And for select businesses, a way to

KNnow how vulnerable your current
environment Is fo o

cyber-attack.



WHO AM | ¢

+ Founder and CEO of B4
Networks, one of Niagara’s
largest [.T. Providers.

+ Veteran IT Protessional who
specializes in resolving the
ongoing frustration and
oroblems businesses have
when working with
computers and technology.




WHO AM | ¢

G},.\Iclworks

WORKING £}
FROM HOME
GAME PLAN

Secrets Every Business Owner Must Know

Before Installing A Virtual Network' To
Allow Employees To Work From Home, On
The Road, Or From A Remote Office

&thworks x\'c(works

CYBER
SECURITY
& YOUR
BUSINESS

MIGRATING
TO OFFICE

365 0

Ways Your Office 365
Migration Can Go Very
Wrong, And The One
Way To Avoid Them All

What You Need To Know
To Protect Your Company
From Cyber Crimes

['.l.’f\'ctworks ‘
&T\ctwurks

DISASTER
PLANNING %)
ESSENTIALS

PROTECT

YOUR
DATA

Discover Important Planning

Strategies You Should Have In
Place Now To Protect Yourself Fro
Common Data-Erasing Disasters

Discover What Most L.T. Consultants

Don't Know Or Won't Tell You About
Backing Up Your Data And Recovering




WHO AM I ¢

COMPLACENCY

“Success breeds
complacency. Complacency
breeds failure. Only the
paranoid survive.”

- Andrew Grove, former CEO of Intel

UN-HACKED

THE PODCAST

JUSTIN SHELLY
CEO MASTER COMPUTING

MARIO ZAKI
CEO MAZTECK

BRYAN LACHAPELLE
CEO B4 NETWORKS

Demystifying Cyber Security: ON '|'|-|E RECOR

What every business needs to know.. with Bryan Lachapelle

networks

“Trusted Computer Support for
Businesses Throughout Niagara”

THURSDAY, OCTOBER 12th

12:00PM-1:00PM _R




World's Biggest Data Breaches o

Selected losses greater than 30,000 records

BUEBLE COLOUR m [METH-:-: oF LEAH] SR AN MO OF RECORDS STOLEM [ DATA SEMIIT "'.-'IT“r'] [ SHOW FILTER

The Evolution
Of Crime
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The Evolution
Of Cyber Crime
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The Evolution
Of Cyber Crime
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The Evolution
Of Cyber Crime

fsoeosfowica




The Evolution
Of Cyber Crime




The Evolution
Of Cyber Crime
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The Evolution
Of Cyber Crime

Software As A Service




The Evolution
Of Cyber Crime
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The Evolution
Of Cyber Crime

Easy to Budget Subscription Options!

STANDARD

Ry

P/ 7 /MO Wnen you pay yedarly

/mo

If you're new to SEO or just need
the basics, this plan is a great way
to get started.

compare plans

MEDIUM
\_' ] - ; :: /MO .'."‘Pv 1€l ); ‘ou I_u ‘,"/_ ‘V;"’"-

Ample limits plus full access to
keyword research tools. Most
folks start here.

Try it free!

compare plans

LARGE
2 I E /mo
$199 /mo when you pay vearly

The ideal plan (and best value) for
businesses and agencies that are
serious about search.

compare plans

PREMIUM
E E E /mo
$479 /mo when you pay vearly

Most popular for large SEO-
focused agencies and in-house
marketing teams.

compare plans




The Evolution
Of Crime
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The Evolution
Of Cyber Crime

Hacking and Crime

SOFTWARE
AS A SERVICE
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SUPPORT

Ca

INFORMATION

The Evolution
Of Cyber Crime

CYBER CRIME
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SOLUTION




The Evolution
Of Cyber Crime
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What Can We Do?




What Can We Do?




Ol

The #1 Security Threate




What Is The Single Biggest
Security Threat Today?






Specifically




2 Ways You And Your
Employees Are Threats




“But We're Small... Nobody
Would Bother To Hack Us, Right?”

Wrong!




COMPLACENCY

"Success breeds
complacency.
Complacency breeds
fallure. Only the
paranolid survive.”

- Andrew Grove, former CEO of Intel




EMPLOYEE TRAINING

Lack of an employee
fraining program 1o raise
awareness of cyber
crime and cyber security.




HOW IS CYBER CRIME
DIFFERENT

y N
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HIS FAULT

HER FAULT

Blame often goes onto
the victim.

“They were irresponsible”

LD
(worwe _




Don’t Be the Low Hanging
Fruit on the Tree




/ Cyber Security Best
Practices You Can
Implement Right Now To
Betrer Protect Your
Operations




Security should be like an onion

PHYSICAL SECURITY
NETWORK SECURITY
PREVENT

&) 5 AN e e
— ] DETECT
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g —

MITIGATE




PROTECTION

Ne 1

Employee Education



Implement An Employee

IV0 1 Training Plan

There are many options
avallable, either through
MSPs or direct. We provide
fraining to all our clients as
oart of our service. INFOSEC
and KnowBe4 are two
common ones that you can
ourchase direct.

INFOSEC <1

Human error. Conquered.



PROTECTION

N® 2

Passwords and Multi-Factor



ROTECTION

Require Strong
Passwords and....




ROTECTION

Don't Reuse
Passwords!




ROTECTION

N2

Use A Password
Manager

(® <EePER

1Password



PROTECTION

Enable Multi Factor
Authentication (2FA)




PROTECTION

N 3

Keep Your Network And Devices
Up-To-Date




PROTECTION

N® >

Security Updates/Patches

. WIndows

. 39 Party Software

(Java, Adobe, iTunes,
Flash)

. Firewalls, Routers,
Servers, etc.

. Printers, Switches
. Phones and Apps

’ UPDATING




PROTECTION

Ne 4

Keep your Standard Security +
add in Threat Hunting




PROTECTION

N® 4

i

ANTIVIRUS

o— Do
E

CONTENT
FILTERING

EMAIL SECURITY

A
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FIREWALL / VPN

Keep your Standara
PREVENTION Security
Solutions

. Email Security

. Firewalls

. ANtIVIrus

. Website Content Filtering

(blocking known bad pages)



Add In Threat Detection (EDR
NO 4 or Endpoint Detection and

Response)

. Looks for signs of bad
ACTOors

. Raises shields
(Isolates) once it
discovers activity
that’s suspicious

. Log and Remediate




Office 365 Managea
NO 4 Detection and Response

) . Looks for signs of

n Oﬁlce 365 susplclious logins

. Looks for emall
“' & [' G fampering
Q > w $ g forwarding rules

. Suspicious emall




PROTECTION

N 5

Have An Excellent Backup
And Test It Regularly




PROTECTION

Backup and TEST




PROTECTION

N® 5

Send Data Offsite as
well as keep a copy
Onsite




PROTECTION

N® 5

Did | Mention Test?




PROTECTION

Ne 6

Limit Adminisirative Rights




PROTECTION

N° 6

Use the Least Privilege
Access Principle

The Principle of

Least Privilege




PROTECTION

N° 6

No, you as a business
owner don't need
administrator access on
your day-to-day
account

The Principle of

Least Privilege




R
O
TECT
| O
N

Ne
(

H
a
V
e
a
n
In
ci
d
ent Re
S
oJe
n
se
Pl
a
n



PROTECTION

N®~7

An Incident Response
Plan Allows you fo

w75 respond quickly and

Response

Process O Decide

limit consequences
when a breach occurs




What is an Incident Response Plan?

| E .
g g f L

Containment

Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity




What is an Incident Response Plan?
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Containment

Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity




What is an Incident Response Plan?
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Containment

Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity




And YES, a Breach is Possible and Likely

i Y ~ e There are only two types of
companies: those that have been
hacked, and those that will be. Even
that is merging into one category:
those that have been hacked and
will be again.

— Rotert Mueller, —

AZ QUOTES




Don’t Be the Low Hanging
Fruit on the Tree




My Quick 1 Minute Pitch




Free Cyber Security 3@ Party Risk Assessment

b4dnetworks.ca/assessment




Visit our website to

access templates,

reports and other
free resources




Thank you
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bgnetworks.ca/gncc b4 networks ca/ assessment
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